


Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



E L EC TRON I C COMMERCE

Eleventh Edition

Gary P. Schneider, Ph.D., CPA
Quinnipiac University

Australia • Brazil • Mexico • Singapore • United Kingdom • United States

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



       This is an electronic version of the print textbook. Due to electronic rights restrictions,
some third party content may be suppressed. Editorial review has deemed that any suppressed 
content does not materially affect the overall learning experience. The publisher reserves the right 
to remove content from this title at any time if subsequent rights restrictions require it. For
valuable information on pricing, previous editions, changes to current editions, and alternate 
formats, please visit www.cengage.com/highered to search by ISBN#, author, title, or keyword for 
materials in your areas of interest.

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Electronic Commerce, Eleventh Edition
Gary P. Schneider, Ph.D., CPA

Product Director: Joe Sabatino

Product Manager: Clara Goosman

Senior Content Developer: Kate Mason

Associate Content Developer: Anne Merrill

Development Editor: Amanda Brodkin

Product Assistant: Brad Sullender

Senior Marketing Manager: Eric La Scola

Marketing Coordinator: Elizabeth Murphy

Art and Cover Direction, Production
Management, and Composition:
PreMediaGlobal

Cover Credit: homeworks255/iStock/Thinkstock

Manufacturing Planner: Ron Montgomery

Intellectual Property Project Manager:
Kathryn Kucharek

Intellectual Property Analyst: Sara Crane

Microsoft and the Office logo are either
registered trademarks or trademarks of
Microsoft Corporation in the United States
and/or other countries. Cengage Learning is
an independent entity from the Microsoft
Corporation and is not affiliated with
Microsoft in any manner.

iPhone, iPad, iOS, and iPod are registered
trademarks of Apple Inc.

Cengage Learning is a leading provider of
customized learning solutions with office
locations around the globe, including
Singapore, the United Kingdom, Australia,
Mexico, Brazil, and Japan. Locate your local
office at: www.cengage.com/global.

© 2015 Cengage Learning

ALL RIGHTS RESERVED. No part of this work covered by the copyright
herein may be reproduced, transmitted, stored, or used in any form or by
any means graphic, electronic, or mechanical, including but not limited to
photocopying, recording, scanning, digitizing, taping, Web distribution,
information networks, or information storage and retrieval systems, except
as permitted under Section 107 or 108 of the 1976 United States Copyright
Act, without the prior written permission of the publisher.

For product information and technology assistance, contact us at
Cengage Learning Customer & Sales Support, 1-800-354-9706.

For permission to use material from this text or product,
submit all requests online at www.cengage.com/permissions.

Further permissions questions can be e-mailed to
permissionrequest@cengage.com.

Library of Congress Control Number: 2014934580

Student Edition Instructor Edition
ISBN-13: 978-1-285-42543-6 ISBN-13: 978-1-285-74229-8
ISBN-10: 1-285-42543-X ISBN-10: 1-285-74229-X

Cengage Learning
200 First Stamford Place, 4th Floor
Stamford, CT 06902
USA

Some of the product names and company names used in this book have
been used for identification purposes only and may be trademarks or
registered trademarks of their respective manufacturers and sellers.

Any fictional data related to persons or companies or URLs used throughout
this book is intended for instructional purposes only. At the time this book
was printed, any such data was fictional and not belonging to any real persons
or companies.

Cases in this book that mention company, organization, or individual person’s
names were written using publicly available information to provide a setting
for student learning. They are not intended to provide commentary on or
evaluation of any party’s handling of the situation described.

Cengage Learning, reserves the right to revise this publication and make
changes from time to time in its content without notice.

Cengage Learning products are represented in Canada by
Nelson Education, Ltd.

To learn more about Cengage Learning Solutions, visit www.cengage.com.

Purchase any of our products at your local college store or at our preferred
online store www.cengagebrain.com.

Printed in the United States of America
1 2 3 4 5 6 7 18 17 16 15 14

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.

WCN: 02-200-203



BRIEF CONTENTS

Preface xv

Part 1: Introduction

Chapter 1

Introduction to Electronic Commerce 3

Chapter 2

Technology Infrastructure: The Internet and the World Wide Web 59

Part 2: Business Strategies for Electronic Commerce

Chapter 3

Selling on the Web 117

Chapter 4

Marketing on the Web 173

Chapter 5

Business-to-Business Activities: Improving Efficiency and Reducing Costs 227

Chapter 6

Social Networking, Mobile Commerce, and Online Auctions 269

Chapter 7

The Environment of Electronic Commerce: Legal, Ethical, and Tax Issues 313

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Part 3: Technologies for Electronic Commerce

Chapter 8

Web Server Hardware and Software 367

Chapter 9

Electronic Commerce Software 403

Chapter 10

Electronic Commerce Security 433

Chapter 11

Payment Systems for Electronic Commerce 481

Part 4: Integration

Chapter 12

Managing Electronic Commerce Implementations 515

Glossary 547

Index 581

iv

Brief Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



TABLE OF CONTENTS

Preface xv

Part 1: Introduction

Chapter 1 Introduction to Electronic Commerce 3
The Evolution of Electronic Commerce 5

Electronic Commerce and Electronic Business 5
Categories of Electronic Commerce 6
Business Processes 7
Relative Size of Electronic Commerce Elements 7

The Development and Growth of Electronic Commerce 9
Early Electronic Commerce 9
The First Wave of Electronic Commerce, 1995–2003 10
The Second Wave of Electronic Commerce, 2004–2009 13
The Third Wave of Electronic Commerce, 2010–Present 15

Business Models, Revenue Models, and Business Processes 18
Focus on Specific Business Processes 19
Role of Merchandising 20
Product/Process Suitability to Electronic Commerce 20

Electronic Commerce: Opportunities, Cautions, and Concerns 21
Opportunities for Electronic Commerce 22
Electronic Commerce: Current Barriers 23

Economic Forces and Electronic Commerce 26
Transaction Costs 27
Markets and Hierarchies 29
Using Electronic Commerce to Reduce Transaction Costs 30
Network Economic Structures 31
Network Effects 32

Identifying Electronic Commerce Opportunities 33
Strategic Business Unit Value Chains 33
Industry Value Chains 35
SWOT Analysis: Evaluating Business Unit Opportunities 37

International Nature of Electronic Commerce 39
Trust Issues on the Web 40
Language Issues 40
Cultural Issues 41
Culture and Government 43
Infrastructure Issues 45

Summary 48
Key Terms 48

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Review Questions 49
Exercises 50
Cases 51
For Further Study and Research 55

Chapter 2 Technology Infrastructure: The Internet and the World Wide Web 59
The Internet and the World Wide Web 61

Origins of the Internet 62
New Uses for the Internet 62
Commercial Use of the Internet 63
Growth of the Internet 64
The Internet of Things 65

Packet-Switched Networks 65
Routing Packets 66
Public and Private Networks 67
Virtual Private Networks (VPNs) 68
Intranets and Extranets 68

Internet Protocols 69
TCP/IP 70
IP Addressing 70
Electronic Mail Protocols 72
Web Page Request and Delivery Protocols 73

Emergence of the World Wide Web 74
The Development of Hypertext 74
Graphical Interfaces for Hypertext 75
The World Wide Web 75
The Deep Web 77
Domain Names 77

Markup Languages and the Web 79
Markup Languages 80
Hypertext Markup Language 81
Extensible Markup Language (XML) 87
HTML and XML Editors 93

Internet Connection Options 93
Connectivity Overview 93
Voice-Grade Telephone Connections 94
Broadband Connections 94
Leased-Line Connections 96
Wireless Connections 97

Internet2 and the Semantic Web 101
Summary 103
Key Terms 104
Review Questions 106
Exercises 107
Cases 108
For Further Study and Research 109

vi

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Part 2: Business Strategies for Electronic Commerce

Chapter 3 Selling on the Web 117
Revenue Models for Online Business 119

Web Catalog Revenue Models 119
Fee-for-Content Revenue Models 124
Advertising as a Revenue Model Element 128
Fee-for-Transaction Revenue Models 134
Fee-for-Service Revenue Models 140
Free for Many, Fee for a Few 141

Changing Strategies: Revenue Models in Transition 142
Subscription to Advertising-Supported Model 143
Advertising-Supported to Advertising-Subscription Mixed Model 143
Advertising-Supported to Subscription Model 144
Multiple Changes to Revenue Models 144

Revenue Strategy Issues for Online Businesses 146
Channel Conflict and Cannibalization 146
Strategic Alliances 147
Luxury Goods Strategies 148
Overstock Sales Strategies 148

Creating an Effective Business Presence Online 149
Identifying Web Presence Goals 149

Web Site Usability 153
How the Web Is Different 153
Meeting the Needs of Web Site Visitors 154
Trust and Loyalty 157
Usability Testing 158
Customer-Centric Web Site Design 158

Using the Web to Connect with Customers 160
The Nature of Communication on the Web 160

Summary 163
Key Terms 163
Review Questions 164
Exercises 164
Cases 165
For Further Study and Research 169

Chapter 4 Marketing on the Web 173
Web Marketing Strategies 175

The Four Ps of Marketing 175
Product-Based Marketing Strategies 176
Customer-Based Marketing Strategies 177

Communicating with Different Market Segments 178
Trust, Complexity, and Media Choice 178
Market Segmentation 180
Market Segmentation on the Web 182
Offering Customers a Choice on the Web 182

vii

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Beyond Market Segmentation: Customer Behavior and Relationship Intensity 183
Segmentation Using Customer Behavior 183
Customer Relationship Intensity and Life-Cycle Segmentation 185
Customer Acquisition: The Funnel Model 187

Advertising on the Web 190
Banner Ads 191
Text Ads 193
Other Web Ad Formats 194
Mobile Device Advertising 195
Site Sponsorships 195
Online Advertising Cost and Effectiveness 196
Effectiveness of Online Advertising 198

E-Mail Marketing 198
Permission Marketing 199
Combining Content and Advertising 200
Outsourcing E-Mail Processing 200

Technology-Enabled Customer Relationship Management 200
CRM as a Source of Value 202

Creating and Maintaining Brands on the Web 204
Elements of Branding 204
Emotional Branding vs. Rational Branding 205
Affiliate Marketing Strategies 205
Viral Marketing Strategies and Social Media 207

Search Engine Positioning and Domain Names 208
Search Engines and Web Directories 208
Paid Search Engine Inclusion and Placement 209
Web Site Naming Issues 212

Summary 214
Key Terms 214
Review Questions 216
Exercises 217
Cases 218
For Further Study and Research 222

Chapter 5 Business-to-Business Activities: Improving Efficiency and
Reducing Costs 227

Purchasing, Logistics, and Business Support Processes 229
Outsourcing and Offshoring 229
Purchasing Activities 230
Logistics Activities 233
Business Process Support Activities 234
E-Government 236
Network Model of Economic Organization in Purchasing: Supply Webs 238

Electronic Data Interchange 239
Early Business Information Interchange Efforts 239
Emergence of Broader Standards: The Birth of EDI 240

viii

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



How EDI Works 241
Value-Added Networks 245
EDI Payments 247

Supply Chain Management Using Internet Technologies 247
Value Creation in the Supply Chain 248
Increasing Supply Chain Efficiencies 250
Materials-Tracking Technologies 251
Creating an Ultimate Consumer Orientation in the Supply Chain 253
Building and Maintaining Trust in the Supply Chain 254

Electronic Marketplaces and Portals 254
Independent Industry Marketplaces 255
Private Stores and Customer Portals 256
Private Company Marketplaces 257
Industry Consortia-Sponsored Marketplaces 258

Summary 259
Key Terms 259
Review Questions 260
Exercises 261
Cases 262
For Further Study and Research 265

Chapter 6 Social Networking, Mobile Commerce, and Online Auctions 269
From Virtual Communities to Social Networks 270

Virtual Communities 271
Early Web Communities 271
Social Networking Emerges 272
Business Uses of Social Networking 277
Revenue Models for Social Networking Sites 280

Mobile Commerce 284
Mobile Phones 285
Tablet Devices 285
Mobile Device Operating Systems 287
Mobile Apps 288
Mobile Payment Apps 289

Online Auctions 290
Auction Basics 290
Online Auctions and Related Businesses 294
Auction-Related Services 300

Summary 303
Key Terms 303
Review Questions 304
Exercises 305
Cases 306
For Further Study and Research 308

ix

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Chapter 7 The Environment of Electronic Commerce:
Legal, Ethical, and Tax Issues 313

The Legal Environment of Electronic Commerce 315
Borders and Jurisdiction 315
Jurisdiction on the Internet 319
Conflict of Laws 322
Contracting and Contract Enforcement in Electronic Commerce 323

Use and Protection of Intellectual Property in Online Business 329
Copyright Issues 329
Patent Issues 331
Trademark Issues 333
Domain Names and Intellectual Property Issues 333
Protecting Intellectual Property Online 335
Defamation 335
Deceptive Trade Practices 336
Advertising Regulation 337

Online Crime, Terrorism, and Warfare 337
Online Crime: Jurisdiction Issues 338
New Types of Crime Online 339
Online Warfare and Terrorism 341

Ethical Issues 342
Ethics and Online Business Practices 342
Privacy Rights and Obligations 343
Communications with Children 348

Taxation and Electronic Commerce 350
Nexus 351
U.S. Income Taxes 351
U.S. State Sales Taxes 351
Import Tariffs 353
European Union Value Added Taxes 353

Summary 354
Key Terms 355
Review Questions 356
Exercises 357
Cases 358
For Further Study and Research 360

Part 3: Technologies for Electronic Commerce

Chapter 8 Web Server Hardware and Software 367
Web Server Basics 368

Dynamic Content Generation 369
Multiple Meanings of “Server” 371
Web Client/Server Architectures 371

Software for Web Servers 374
Operating Systems for Web Servers 374
Web Server Software 375

x

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Electronic Mail (E-Mail) 377
E-Mail Benefits 377
E-Mail Drawbacks 377
Spam 377
Solutions to the Spam Problem 378

Web Site Utility Programs 385
Tracert and Other Route-Tracing Programs 385
Telnet and FTP Utilities 386
Indexing and Searching Utility Programs 386
Data Analysis Software 387
Link-Checking Utilities 387
Remote Server Administration 387

Web Server Hardware 387
Server Computers 388
Web Servers and Green Computing 389
Web Server Performance Evaluation 389
Web Server Hardware Architectures 390

Summary 394
Key Terms 394
Review Questions 395
Exercises 396
Cases 397
For Further Study and Research 401

Chapter 9 Electronic Commerce Software 403
Web Hosting Alternatives 405
Basic Functions of Electronic Commerce Software 405

Catalog Display Software 406
Shopping Cart Software 407
Transaction Processing 409

How Electronic Commerce Software Works with Other Software 410
Databases 411
Middleware 411
Enterprise Application Integration 412
Integration with ERP Systems 413
Web Services 413

Electronic Commerce Software for Small and Midsize Companies 416
Basic CSPs 416
Mall-Style CSPs 416
Estimated Operating Expenses for a Small Web Business 417

Electronic Commerce Software for Midsize Businesses 418
Web Site Development Tools 418
Midrange Electronic Commerce Software 418

Electronic Commerce Software for Large Businesses 419
Enterprise-Class Electronic Commerce Software 419
Content Management Software 421
Knowledge Management Software 422

xi

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Supply Chain Management Software 422
Customer Relationship Management Software 423
Cloud Computing 424

Summary 425
Key Terms 425
Review Questions 426
Exercises 427
Cases 428
For Further Study and Research 431

Chapter 10 Electronic Commerce Security 433
Online Security Issues Overview 435

Origins of Security on Interconnected Computer Systems 435
Computer Security and Risk Management 435
Elements of Computer Security 437
Establishing a Security Policy 437

Security for Client Devices 439
Cookies and Web Bugs 439
Active Content 441
Graphics and Plug-Ins 442
Viruses, Worms, and Antivirus Software 442
Digital Certificates 445
Steganography 448
Physical Security for Client Devices 448
Client Security for Mobile Devices 448

Communication Channel Security 449
Secrecy Threats 450
Integrity Threats 452
Necessity Threats 453
Threats to the Physical Security of Internet Communications Channels 453
Threats to Wireless Networks 454
Encryption Solutions 454
Encryption in Web Browsers 458
Hash Functions, Message Digests, and Digital Signatures 461

Security for Server Computers 462
Password Attack Threats 462
Database Threats 464
Other Software-Based Threats 464
Threats to the Physical Security of Web Servers 465
Access Control and Authentication 465
Firewalls 466

Organizations that Promote Computer Security 468
CERT 468
Other Organizations 469
Computer Forensics and Ethical Hacking 469

Summary 471
Key Terms 471

xii

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Review Questions 473
Exercises 474
Cases 475
For Further Study and Research 477

Chapter 11 Payment Systems for Electronic Commerce 481
Online Payment Basics 483

Micropayments and Small Payments 483
Online Payment Methods 484

Payment Cards 485
Advantages and Disadvantages of Payment Cards 486
Payment Acceptance and Processing 486

Digital Cash 491
Digital Cash and the Double Spending Issue 492
Advantages and Disadvantages of Digital Cash 493

Digital Wallets 494
Software-Only Digital Wallets 494
Hardware-Based Digital Wallets 495

Stored-Value Cards 495
Magnetic Strip Cards 496
Smart Cards 496

Internet Technologies and the Banking Industry 497
Check Processing 497
Mobile Banking 499

Payment System Threats: Phishing and Identity Theft 499
Phishing Attacks 499
Using Phishing Attacks for Identity Theft 502
Phishing Attack Countermeasures 504

Summary 505
Key Terms 505
Review Questions 506
Exercises 507
Cases 508
For Further Study and Research 511

Part 4: Integration

Chapter 12 Managing Electronic Commerce Implementations 515
Identifying Benefits and Estimating Costs of Electronic Commerce Initiatives 516

Identifying Objectives 517
Linking Objectives to Business Strategies 517
Identifying and Measuring Benefits 518
Identifying and Estimating Costs 520
Funding Online Business Startups 523
Comparing Benefits to Costs 524
Return on Investment (ROI) 525

xiii

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Strategies for Developing Electronic Commerce Web Sites 526
Internal Development vs. Outsourcing 527
Incubators 530

Managing Electronic Commerce Implementations 531
Project Management 531
Project Portfolio Management 532
Staffing for Electronic Commerce 533
Postimplementation Audits 536
Change Management 537

Summary 538
Key Terms 538
Review Questions 539
Exercises 540
Cases 542
For Further Study and Research 544

Glossary 547
Index 581

xiv

Table of Contents

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



PREFACE

Electronic Commerce, Eleventh Edition provides complete coverage of the key business
and technology elements of electronic commerce. The book does not assume that readers
have any previous electronic commerce knowledge or experience.

In 1998, having spent several years doing electronic commerce research, consulting,
and corporate training, I began developing undergraduate and graduate business school
courses in electronic commerce. Although I had used a variety of books and other mate-
rials in my corporate training work, I was concerned that those materials would not work
well in university courses because they were written at widely varying levels and did not
have the organization and pedagogic features, such as review questions, that are so
important to students.

After searching for a textbook that offered balanced coverage of both the business and
technology elements of electronic commerce, I concluded that no such book existed. The first
edition of Electronic Commerce was written to fill that void. Since that first edition, I have
worked to improve the book and keep it current with the rapid changes in this dynamic field.

New to this Edition
This edition includes the usual updates to keep the content current with the rapidly
occurring changes in electronic commerce. The eleventh edition also includes new mate-
rial on the following topics:

• Social networking tools and how businesses old and new are using them
(Chapters 1 and 6)

• Analysis of large data sets (Chapter 1)
• The Internet of Things (Chapter 2)
• Zigbee networking (Chapter 2)
• Revenue models for electronic books and online music sales (Chapter 3)
• Outsourcing, offshoring, and logistics (Chapter 5)
• Social shopping sites and new revenue models for mobile commerce (Chapter 6)
• Location-aware mobile social networks (Chapter 6)
• Privacy, communications with children, and U.S. sales taxes (Chapter 7)
• Viruses, worms, and other security threats to electronic commerce (Chapter 10)
• Digital cash (Chapter 11)

O R G A N I Z A T I O N A N D C O V E R A G E

Electronic Commerce, Eleventh edition, introduces readers to both the theory and prac-
tice of conducting business over the Internet and World Wide Web. The book is organized
into four sections: an introduction, business strategies, technologies, and integration.
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Introduction
The book’s first section includes two chapters. Chapter 1, “Introduction to Electronic
Commerce,” defines electronic commerce and describes how companies use it to create
new products and services, reduce the cost of existing business processes, and improve
the efficiency and effectiveness of their operations. The concept of electronic commerce
waves is presented and developed in this chapter. Chapter 1 also outlines the history of
the Internet and the Web, explains the international environment in which electronic
commerce exists, provides an overview of the economic structures in which businesses
operate, and describes how electronic commerce fits into those structures. Two themes
are introduced in this chapter and recur throughout later chapters: that examining
a firm’s value chain can suggest opportunities for electronic commerce initiatives,
and reductions in transaction costs are important elements of many electronic
commerce initiatives.

Chapter 2, “Technology Infrastructure: The Internet and the World Wide Web,”
introduces the technologies used to conduct business online, including topics such as
Internet infrastructure, protocols, packet-switched networks, and the Internet of Things.
Chapter 2 also describes the markup languages used on the Web (HTML and XML) and
discusses Internet connection options and tradeoffs, including wireless technologies.

Business Strategies for Electronic Commerce
The second section of the book includes five chapters that describe the business strategies
that companies and other organizations are using to do business online. Chapter 3, “Sell-
ing on the Web,” describes revenue models that companies are using on the Web and
explains how some companies have changed their revenue models as the Web has
matured. The chapter explains important concepts related to revenue models, such as
cannibalization and coordinating multiple marketing channels. The chapter also describes
how firms that understand the nature of communication on the Web can identify and
reach the largest possible number of qualified customers.

Chapter 4, “Marketing on the Web,” provides an introduction to Internet marketing
and online advertising. It includes coverage of market segmentation, technology-enabled
customer relationship management, rational branding, contextual advertising, localized
advertising, viral marketing, and permission marketing. The chapter also explains how
online businesses can share and transfer brand benefits through affiliate marketing and
cooperative efforts among brand owners.

Chapter 5, “Business-to-Business Activities: Improving Efficiency and Reducing Costs”
explores the variety of methods that companies are using to improve their purchasing and
logistics primary activities with Internet and Web technologies. Chapter 5 also provides an
overview of EDI and describes how companies are outsourcing or offshoring some of their
business processes to less-developed countries. Chapter 5 describes how businesses are
using technologies such as e-procurement, radio-frequency identification, and reverse
auctions in the practice of supply chain management online.

Chapter 6, “Social Networking, Mobile Commerce, and Online Auctions,” explains
how companies now use the Web to do things that they have never done before, such as
creating social networks, engaging in mobile commerce, and operating auction sites. The
chapter describes how businesses are developing social networks and using existing social

xvi
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networking Web sites to increase sales and do market research. The emergence of mobile
commerce business activities and location-aware online services is discussed. The chapter
also explains how companies are using Web auction sites to sell goods to their customers
and generate advertising revenue.

Chapter 7, “The Environment of Electronic Commerce: Legal, Ethical, and Tax
Issues,” discusses the legal and ethical aspects of intellectual property usage and the
privacy rights of customers. Online crime, terrorism, and warfare are covered as well.
The chapter also explains that the large number of government units that have jurisdic-
tion and power to tax makes it essential that companies doing business on the Web
understand the potential liabilities of doing business with customers in those jurisdictions.

Technologies for Electronic Commerce
The third section of the book includes four chapters that describe the technologies of
electronic commerce and explains how they work. Chapter 8, “Web Server Hardware and
Software,” describes the computers, operating systems, e-mail systems, utility programs,
and Web server software that organizations use in the operation of their electronic com-
merce Web sites, including cloud computing technologies. The chapter describes the
problem of unsolicited commercial e-mail (UCE, or spam) and outlines both technical and
legal solutions to the problem.

Chapter 9, “Electronic Commerce Software,” describes the basic functions that all
electronic commerce Web sites must accomplish and explains the various software
options used to perform those functions by companies of various sizes. This chapter
includes an overview of Web services, database management, shopping cart, cloud com-
puting, and other types of software used in electronic commerce. The chapter also
includes a discussion of Web hosting options for online businesses of various sizes.

Chapter 10, “Electronic Commerce Security,” discusses security threats and
countermeasures that organizations can use to ensure the security of client computers
(and smartphones and tablet devices), communications channels, and Web servers.
The chapter emphasizes the importance of a written security policy and explains how
encryption and digital certificates work. The chapter also includes an update on the most
recent computer viruses, worms, and other threats.

Chapter 11, “Payment Systems for Electronic Commerce,” presents a discussion of
electronic payment systems, including mobile banking, digital cash, digital wallets, and the
technologies used to make stored-value cards, credit cards, debit cards, and charge cards
work. The chapter describes how payment systems operate, including approval of trans-
actions and disbursements to merchants, and describes how banks use Internet technolo-
gies to improve check clearing and payment-processing operations. The use of mobile
technologies for making payments and doing online banking is outlined. The chapter also
includes a discussion of the threats that phishing attacks and identity theft crimes pose
for individuals and online businesses.

Integration
The fourth and final section of the book includes one chapter that integrates the business
and technology strategies used in electronic commerce. Chapter 12, “Planning for
Electronic Commerce,” presents an overview of key elements that are typically included

xvii
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in business plans for electronic commerce implementations, such as the setting of objec-
tives and estimating project costs and benefits. The chapter describes outsourcing strategies
used in electronic commerce and covers the use of project management and project portfo-
lio management as formal ways to plan and control tasks and resources used in electronic
commerce implementations. This chapter includes a discussion of change management and
outlines specific jobs available in organizations that conduct electronic commerce.

F E A T U R E S

The eleventh edition of Electronic Commerce includes a number of features and offers
additional resources designed to help readers understand electronic commerce. These
features and resources include:

• Business Case Approach The introduction to each chapter includes a real
business case that provides a unifying theme for the chapter. The case pro-
vides a backdrop for the material described in the chapter. Each case illus-
trates an important topic from the chapter and demonstrates its relevance to
the current practice of electronic commerce.

• Learning From Failures Not all electronic commerce initiatives have been
successful. Each chapter in the book includes a short summary of an elec-
tronic commerce failure related to the content of that chapter. We all learn
from our mistakes—this feature is designed to help readers understand the
missteps of electronic commerce pioneers who learned their lessons the
hard way.

• Summaries Each chapter concludes with a Summary that concisely recaps
the most important concepts in the chapter.

• Web Links The Web Links are a set of Web pages maintained by the pub-
lisher for readers of this book. The Web Links complement the book by link-
ing to Web sites mentioned in the book and to other relevant online
resources. The Web Links are continually monitored and updated for changes
so they continue to lead to useful Web resources for each chapter. You can
find the Web Links for this book by visiting the instructor companion site.

• Web Links References in Text Throughout each chapter, there are Web
Links references that indicate the name of a link included in the Web Links.
Text set in bold, green, sans-serif letters (Metabot Pro) indicates a like-named
link in the Web Links. The links are organized under chapter and subchapter
headings that correspond to those in the book. The Web Links also contains
many supplemental links to help students explore beyond the book’s content.

• Review Questions and Exercises Each chapter concludes with meaningful
review materials including both conceptual discussion questions and hands-
on exercises. The review questions are ideal for use as the basis for class dis-
cussions or as written homework assignments. The exercises give students
hands-on experiences that yield computer output or a written report.

• Cases Each chapter concludes with two comprehensive cases. One case uses
a fictitious setting to illustrate key learning objectives from that chapter. The
other case gives students an opportunity to apply what they have learned
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from the chapter to an actual situation that a real company or organization
has faced. The cases offer students a rich environment in which they can
apply what they have learned and provide motivation for doing further
research on the topics.

• For Further Study and Research Each chapter concludes with a comprehen-
sive list of the resources that were consulted during the writing of the chap-
ter. These references to publications in academic journals, books, and the IT
industry and business press provide a sound starting point for readers who
want to learn more about the topics contained in the chapter.

• Key Terms and Glossary Terms within each chapter that may be new to the
student or have specific subject-related meaning are highlighted by boldface
type. The end of each chapter includes a list of the chapter’s key terms. All of
the book’s key terms are compiled, along with definitions, in a Glossary at
the end of the book.

T E A C H I N G T O O L S

When this book is used in an academic setting, instructors may obtain the following
teaching tools:

• Instructor’s Manual The Instructor’s Manual has been carefully prepared and
tested to ensure its accuracy and dependability. The Instructor’s Manual is
available on the instructor companion site.

• Cengage Learning Testing Powered by Cognero is a flexible, online system
that allows you to:

• author, edit, and manage test bank content from multiple Cengage
Learning solutions

• create multiple test versions in an instant
• deliver tests from your LMS, your classroom or wherever you want

• PowerPoint Presentations Microsoft PowerPoint slides are included for each
chapter as a teaching aid for classroom presentations, to make available to
students on a network for chapter review, or to be printed for classroom
distribution. Instructors can add their own slides for additional topics they
introduce to the class. The presentations are available on the instructor
companion site.
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C H A P T E R1
INTRODUCTION TO
ELECTRONIC COMMERCE

L E A R N I N G O B J E C T I V E S

In this chapter, you will learn about:

• What electronic commerce is and how it has evolved

• Why companies concentrate on revenue models and the analysis of
business processes instead of business models when they undertake
electronic commerce initiatives

• How economic forces have created a business environment that is
fostering the continued growth of electronic commerce

• How businesses use value chains and SWOT analysis to identify
electronic commerce opportunities

• The international nature of electronic commerce and the challenges that
arise in engaging in electronic commerce on a global scale

I N T R O D U C T I O N

In the late 1990s, electronic commerce was still emerging as a new way to do business; at that time,

most companies were doing very little buying or selling online. They still were selling products in

physical stores or taking orders over the telephone and by mail. However, a few companies had

established solid footholds online. Amazon.com was a rapidly growing bookseller and eBay had

taken the lead as a profitable auction site. The business of providing search tools for finding informa-

tion online was dominated by a few well-established sites, including AltaVista, HotBot, Lycos, and
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Yahoo!. Most industry observers at that time believed that any new search engine Web site would

find it very difficult to compete against these established operations.

Search engines of the late 1990s provided results based on the number of times a search term

appeared on Web pages. Pages that included the greatest number of occurrences of a user’s search

term would be more highly ranked and would thus appear near the top of the search results list. By

1998, two Stanford University students, Lawrence Page and Sergey Brin, had been working on a

search engine research project for two years. Page and Brin believed that a search ranking based

on the relationships between Web sites would give users better and more useful results. They devel-

oped search algorithms based on the number of links a particular Web page had to and from other

highly relevant pages. In 1998, they started Google (Note: This typeface indicates a corresponding

link to a related Web page in the book’s Web Links. Google’s URL is http://www.google.com) in a

friend’s garage with about $1.1 million of seed money invested by a group of Stanford graduates and

local businesspersons.

Most industry observers agree that Google’s page ranking system, which has been continually

improved since its introduction, consistently provides users with more relevant results than other

search engines. Internet users flocked to Google, which became one of the most popular sites on

the Internet. The site’s popularity allowed Google to charge increasingly higher rates for advertising

space on its Web pages. Marketing staff at Google noticed that another search engine, Goto.com

(now owned by Yahoo! and operated as Yahoo! Search Marketing), was selling ad space on Web

sites by allowing advertisers to bid on the price of keywords and then charging based on the num-

ber of users who clicked the ads. For example, a car dealer could bid on the price of the keyword

“car.” If the car dealer were the high bidder at 12 cents, then the car dealer would pay for the ad at

a rate of 12 cents times the number of site visitors who clicked the ad. Google adopted this
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keyword bidding model in 2000 and has used it since then to sell small text ads that appear on

search results pages.

This approach to selling advertising was, and continues to be, extremely successful. Combined

with the highly relevant search results provided by the page ranking system, it led to Google’s contin-

ued growth. When the company went public in 2004 (raising $1.67 billion), its market valuation was

nearly $23 billion. Today, Google is one of the most successful online companies in the world. The

Web provides a quick path to potential customers for any businessperson with a unique product or

service. Google’s improved page ranking system was available to anyone in the world the day it was

introduced online.

T H E E V O L U T I O N O F E L E C T R O N I C C O M M E R C E

The business phenomenon that we now call electronic commerce has had an interesting
history. From humble beginnings in the mid-1990s, electronic commerce grew rapidly
until 2000, when a major downturn occurred. The popular media published endless news
stories describing how the “dot-com boom” had turned into the “dot-com bust.” Between
2000 and 2003, many industry observers were writing obituaries for electronic commerce.
Just as the unreasonable expectations for immediate success had fueled unwarranted high
expectations during the boom years, overly gloomy news reports colored perceptions
during this time.

Beginning in 2003, electronic commerce began to show signs of a profound rebirth.
Companies that had survived the downturn were not only seeing growth in sales again,
but many of them were showing profits for the first time. As the economy grew, electronic
commerce grew also, but at a faster pace than the overall economy. Thus, electronic
commerce gradually became a larger part of the total economy. In the general economic
recession that started in 2008, electronic commerce suffered far less than most of the
economy. From 2003 through the present, as the general economy has expanded and
contracted, electronic commerce has consistently expanded more in the good times and
contracted less in the bad times than other economic sectors. The next section defines
electronic commerce and describes its evolution from a novelty to its current place as an
important component of global business activity.

Electronic Commerce and Electronic Business
To many people, the term “electronic commerce” means shopping on the part of
the Internet called the World Wide Web (the Web). However, electronic commerce (or
e-commerce) also includes many other activities, such as businesses trading with other

5

Introduction to Electronic Commerce

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



businesses and internal processes that companies use to support their buying, selling,
hiring, planning, and other activities. Some people use the term electronic business (or
e-business) when they are talking about electronic commerce in this broader sense. For
example, IBM defines electronic business as “the transformation of key business processes
through the use of Internet technologies.” Most people use the terms “electronic
commerce” and “electronic business” interchangeably. In this book, the term electronic
commerce (or e-commerce) is used in its broadest sense and includes all business
activities that use Internet technologies. Internet technologies include the Internet, the
World Wide Web, and other technologies such as wireless transmissions on mobile
telephone networks. Companies that operate only online are sometimes called dot-com or
pure dot-com businesses to distinguish them from companies that operate in physical
locations (solely or together with online operations); however, online business activity has
become so integrated with everyday life in much of the world that few people worry about
these distinctions any longer.

Categories of Electronic Commerce
Categorizing electronic commerce by the types of entities participating in the transactions or
business processes is a useful and commonly accepted way to define online business. The
five general electronic commerce categories are business-to-consumer, business-to-business,
transactions and business processes, consumer-to-consumer, and business-to-government.
The three categories that are most commonly used are:

• Consumer shopping on the Web, often called business-to-consumer (or B2C)
• Transactions conducted between businesses on the Web, often called

business-to-business (or B2B)
• Business processes in which companies, governments, and other

organizations use Internet technologies to support selling and purchasing
activities

A single company might participate in activities that fall under multiple e-commerce
categories. Consider a company that manufactures stereo speakers. The company
might sell its finished product to consumers on the Web, which would be B2C electronic
commerce. It might also purchase the materials it uses to make the speakers from
other companies on the Web, which would be B2B electronic commerce. Businesses
often have entire departments devoted to negotiating purchase transactions with their
suppliers. These departments are usually named supply management or procurement.
Thus, B2B electronic commerce is sometimes called e-procurement.

In addition to buying materials and selling speakers, the company must also
undertake many other activities to convert the purchased materials into speakers. These
activities might include hiring and managing the people who make the speakers, renting
or buying the facilities in which the speakers are made and stored, shipping the speakers,
maintaining accounting records, obtaining customer feedback, purchasing insurance,
developing advertising campaigns, and designing new versions of the speakers. An
increasing number of these transactions and business processes can be done on the Web.
Manufacturing processes (such as the fabrication of the speakers) can be controlled using
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Internet technologies within the business. All of these communication, control, and
transaction-related activities have become an important part of electronic commerce.
Some people include these activities in the B2B category; others refer to them as
underlying or supporting business processes.

Business Processes
For more than 80 years, business researchers have been studying the ways people behave
in businesses. This research has helped managers better understand how workers do their
jobs and what motivates them to work more effectively. The research results have helped
managers, and more recently, the workers themselves, improve job performance and
productivity. An important part of doing these job studies is to learn what activities each
worker performs. In this setting, a business activity is a task performed by a worker in the
course of doing his or her job.

For a much longer time—centuries, in fact—business owners have kept records of
how well their businesses are performing. The formal practice of accounting, or recording
transactions, dates back to the Middle Ages. A transaction is an exchange of value, such as
a purchase, a sale, or the conversion of raw materials into a finished product. By
recording transactions, accountants help business owners keep score and measure how
well they are doing. All transactions involve at least one activity, and some transactions
involve many activities. Not all activities result in measurable (and therefore recordable)
transactions. Thus, a transaction always has one or more activities associated with it, but
an activity might not be related to a transaction.

The group of logical, related, and sequential activities and transactions in which
businesses engage are often collectively referred to as business processes. Transferring
funds, placing orders, sending invoices, and shipping goods to customers are all types of
activities or transactions. For example, the business process of shipping goods to
customers might include a number of activities (or tasks, or transactions), such as
inspecting the goods, packing the goods, negotiating with a freight company to deliver the
goods, creating and printing the shipping documents, loading the goods onto the truck,
and sending payment to the freight company.

One important way that the Web is helping people work more effectively is by
enabling employees of many different kinds of companies to work at home or from other
locations (such as while traveling). In this arrangement, called telecommuting or
telework, the employee logs in to the company network through the Internet instead of
traveling to an office.

Relative Size of Electronic Commerce Elements
Figure 1-1 shows the three main elements of electronic commerce. The figure presents
a rough approximation of the relative sizes of these elements. In terms of dollar volume
and number of transactions, B2B electronic commerce is much greater than B2C
electronic commerce. However, the number of business processes that are conducted
using online technologies is far greater than the number of all B2C and B2B
transactions combined.

7

Introduction to Electronic Commerce

Copyright 2015 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



Business processes
that support selling and
purchasing activities

Business-to-business

electronic commerce

Business-to-consumer

electronic commerce

FIGURE 1-1 Elements of electronic commerce

The large oval in Figure 1-1 that represents the business processes that support selling
and purchasing activities is the largest element of electronic commerce.

Some researchers define a fourth category of electronic commerce, called consumer-
to-consumer (or C2C), which includes individuals who buy and sell items among
themselves. For example, C2C electronic commerce occurs when a person sells an item
through a Web auction site to another person. In this book, C2C sales are included in the
B2C category because the person selling the item acts much as a business would for
purposes of the transaction.

Finally, some researchers also define a category of electronic commerce called
business-to-government (or B2G); this category includes business transactions with
government agencies, such as paying taxes and filing required reports. An increasing
number of states have Web sites that help companies do business with state
government agencies. In this book, B2G transactions are included in the discussions of
B2B electronic commerce. Figure 1-2 summarizes these five categories of electronic
commerce.
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Category

Business-to-consumer (B2C)

Business-to-business (B2B)

Business processes that
support buying and
selling activities

Consumer-to-consumer (C2C)

Business-to-government (B2G)

Description

Businesses sell
products or services to
individual consumers.

Businesses sell
products or services to
other businesses.

Businesses and other
organizations maintain
and use information to
identify and evaluate
customers, suppliers,
and employees.
Increasingly, businesses
share this information in
carefully managed ways
with their customers,
suppliers, employees,
and business partners.

Participants in an online
marketplace can buy and
sell goods to each other.
Because one party is
selling, and thus acting
as a business, this book
treats C2C transactions
as part of B2C electronic
commerce.

Businesses sell goods or
services to governments
and government agencies.
This book treats B2G
transactions as part of
B2C electronic commerce.

Example

Walmart.com sells
merchandise to consumers
through its Web site.

Grainger.com sells industrial
supplies to large and small
businesses through its Web site.

Dell Computer uses secure
Internet connections to share
current sales and sales
forecast information with
suppliers. The suppliers can
use this information to plan
their own production and
deliver component parts to
Dell in the right quantities at
the right time.

Consumers and businesses
trade with each other in the
eBay.com online marketplace.

CA.gov procurement site allows
businesses to sell online to the
state of California.

FIGURE 1-2 Electronic commerce categories

T H E D E V E L O P M E N T A N D G R O W T H O F
E L E C T R O N I C C O M M E R C E

Over the thousands of years that people have engaged in commerce with one another,
they have adopted the tools and technologies that became available. For example, the
advent of sailing ships in ancient times opened new avenues of trade to buyers and sellers.
Later innovations, such as the printing press, steam engine, and telephone, have changed
the way people conduct commerce activities. The Internet has changed the way people
buy, sell, hire, and organize business activities in more ways and more rapidly than any
other technology in the history of business.

Early Electronic Commerce
Although the Web has made online shopping possible for many businesses and individuals,
in a broader sense, electronic commerce has existed for many years. Since the mid-1960s,
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